Compliance Tool Suite — Reference Tool Help File

Using the EBTS Reference Tool

The EBTS Reference Tool allows a user to easily view requirements of the EBTS spettification
provides usersvith the abilityto viewthe transactionsyecords and fields of the EBTS specificatilim.
addition, itprovides users with the ability to view the details tifeserecord types and field$zor more
information regarding EBTS, refer to the specificaabwww.fbibiospecs.cjis.gov/EBTS/Approved

Please note:
1. The Reference Toslipportscomputers withthe Windows Linux,or Macoperatingsystems.

2. Java Webstart is used to download and execute the application |@rallgxclusivelyon the
user s c oPerpondllyeldentifiableinformation (Ptl) other information is
transmitted, stored, or processedy other computers.

a. If you do not have Java installed on your computer, plessto the following linkio
install it www.java.com/en/download/help/windows_manual_download.xml

6/30/2017 Page 1 of 19


https://www.fbibiospecs.cjis.gov/EBTS/Approved
https://www.java.com/en/download/help/windows_manual_download.xml

Compliance Tool Suite — Reference Tool Help File

How do EBTS Transactions work?

_"J To communicatdiometrics datawith the FBI, a user mustubmittransactionsasdefined inthe
EBTSpecification Thae are avariety oftransactions each identified by a unique code in a field
named* Type of Tr awhicldefinesdhe purpgsd adthe transactidror example,
if you wanted to conduct a search of a fingerpiimage without any mankp, youwould create

a transaction usingn LFIS (Latent Fingerprint Image Seaf€i)and submitit to the FBI.

Eachtransactionis composedof various combinations of data recorasch of which has Record

Type. Eackalid recordof a given Recordlype has a list of defined fields whietust conform to a set

of requirements (e.g., character length, occurrence coargndatory or optionaletc.) If a created
transaction is not valid (does not conform to EBTS requirements) ittannbe pr ocessed
biometric system.
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Step 1: Launch the Tool

1. To start the tool, click on the€EBTS Referend®ol’ button located at
https://www.fbibiospecs.cjis.gov/ebts/Approvedn der “EBTS Compl i ance To

a. When running the ECTS applications, users will see several security notifications. The user
must accept these notifications to run the application. These security notditagre a
result of the technology used to start the application and provide information for users that
describe the security implications for these types of applications.

i.  When opening the batch file to start the application, the user will receive an
“OpkEle—Security Warning” from the file s
the user can uncheck the “al ways ask be

ii.  Nextthere is a security notification asking the user whether to access an untrusted
website. This is the websitdat is hosting the application. To avoid seeing the
dialog, the user could add the website to its list of trusted web sites.

2. Most browsers will require you to download the tool and then run the download. See your
browser’s hel p f i |cenavigate Iteenetelownoadse how best t

a. If using Internet Explorer (IE), you will see an option to Save theRaplrel). Select Save
or Save As.

Do you want to seve ReferemceToolINLP.BAT (50 bytes) £

# This type of file could heem your computer Sare - Cancel

Figure 1. Download Reference Tool via IE

b. SelectRunto startthetoolarpen “ Wi ndows”/ “Fil e Explsorer?”
the file management application Windows). Se&igure2 below.

i.  Following the access and download of the application files, the user will be asked
whethertorunthea ppl i cati on. To avoid seeing tt
again...” checkbox before clicking run.

The RefererceToolBLP,BAT download hes completed R Cipen folder View downloads

Figure 2. Open Reference Tool via IE

3. Navigate to the download location of thmatchfile and double click on it to run the Transaction
Tool Figure3d).

a. Windows/File Explorer can be found by clicking on the windows start button and typing
“Windows Explorer” or *“File Explorer” in t
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0 Downioads [=To |
“ Homs Shars W ﬂ
“ - 7 & » ThePC » Downloads wo i
{ Favoiries
B Deshiop o Rilarance TeedINLP
B Downloads
., Recent places
& This PC
i Metwark
1 items |;|-
Figure 3. Open Reference Tool in Windows/File Explorer
b. Each type of “Web Browser” (Il nternet Explo
download location. Refer to that setting to determine the download location of the startup
program.

i.  If using Googl€hrome, you will see an option to Keep or Discard the download.
Select Keep. Then select Open or Show in Folder (double click batttile) to
open the tool.

ii. If using Firefox, you will see an option to Open or Save. If Open is selected, the tool
will open. If Save is selected, select the arrow at the top right of the screen and
either select thebatch fileto open or go tahe enclosing folder.

4. A loading icon from Java Webstart will appésgeFigure4)

Java

Figure 4. Java Web Start Loading Icon

5. Asecurity warning magppear (similar td-igureb) and, if so, select Run or the appropriate action
to continue. The securitgop-up maydiffer depending on the web browser used. If you do not
want to see thiscreenevery time you run th@rogram, click on the checkbox next to the words
“Al ways trust contifé¢ghisisanfoptioom t hi s publ i sher?”

Do you want 1o run this agplication ?

L e A S
_J Lot e

TIE R At S T VRN R T TR B S SR S
B A

D et P P g 1 Ak Pt Te ALRS e 8V Meale W

Figure 5. Security Warning
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6. You will receive a Disclaimecreen as shown ifrigure6, andyoumust agree to the terms in order
to use the softwarel f you s el

ect “Disagree”, the tool wi

- Reference Toal 209 [=[= =

Discloimen

Exit Toor* |

Figure 6. Reference Tool Disclaimer

Step 2: Choose the EBTS Version

1. Oncet h Agre€ b uis$ selected, thdReference Toakill open onyour computer Eigure?).

EBTS Reference Tool 209 | = =
BTS Vi EBTS 1007 =
Lookup Type oT =
e
|
Formafing i Tradmonal L
Output
Clear Loak Up

Figure 7. Reference Tool Main Screenwith EBTS Version

2. Select the EBTS version you wishkigw by clicking thedropdowna r r ow next t o t he

V e r s puledovin. When youchange theseleced version, a loading bas displayed while the
program responds

Note: The latestkeffectiveversion of EBS is always recommenddalit older versions are

maintained for backward compatibilitAs new versions of EBaf& publishedthey areadded
to the list of available choiceslhe latest effective version is the defasiection.
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Step 3: Choose the Format

1. Choosehe appropriateformatby selectingg i t her “"Troard i“tXtheddiof r o m
buttonslocated directly below he “ TOT” d ra®ghawvoniigured &hiswption will
di splay the requirements for the selected fo
is selected, then the output will display the requirements for the XML form#t.o

Note: The default selection is Traditional formattirfgequirements forthe XMLformat and
Traditional formatdiffer at times which is why there are separateitputs for the two different
formats. The radio buttons for EBTS versions for 9.1, 9.2 tledris Pilot are grayed out since
these versions only support Traditional formatting.

Step 4: Choose the Lookup Type
1. Selectwhich®Lookup Typé&you wish to view(Figure8). This curreny consists ofour options

a. TOT: Allows the user to view the TOT requirements, which list the record types and
fields for the selected TOT The “TOT” option applies to

b. TOT with Description: Allows the user to view TOT requiremeatsd an explanation of
the TOT The“TOT with Descriptidnoption appliesonlyto EBTS v9.3 and v10.0

c. Record Description: Allows the user to view the record type rearnents and an
explanation of therecord type.The*“Record Descriptidhoption applies only to EBTS
v9.3 and v10.0.

d. Field Description: Allows the user to view the field requiremerssd an explanation of
the field. Field requirementsnclude the field lengths, occurrences, character type, value
range,code table, and example valsielrhe"Field Descriptiohoption applies only to
EBTS v9.3 and v10.0.

2. If you select TOT or “TOT Descriptidh go toStep5: View TOTOutput If you select' Record
Degription”, go toStep6: View Recordescription OutputOtherwise, if you selectField
Descriptiori, go toStep7: View Fieldescription Output
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S EBTS Version: EBTS 10.0 TOU#5 .
Lookup Type: TOT .
TOT: [ 'i:'
Mo e ) TOT with Description
' FETETTEE Record Description

- Field Description

Qutput

) eokue )

Figure 8. Reference Tool Main Screenwith Lookup Type List

Step 5: View TOT Output
1. Onceyou select“TOT or “TOT Descriptioh f r om t he

select the TOYou wish to viewf r o m

“ LdovnkyaupnayT y p e ”

t h e -doéwh. QlicK on the:drrbsmext tothe

“ T Opult-downand a list of TOTSs existing in the specified EBTS version will apgpae9).
Note that the TOT list will change when you chahge EBTS versidnAfter clicking on the
TOT(s) you want to view, selebe “ L o o kuttanmri the bottom right of the screen.

EBTS Verzion: EBTS 10.0 TOU#SS
Lockup Type: TOT
TOT.

Formafing: AMH | AMHESLS VICTIM

BATO | BIOWETRIC ALDIT TRAIL QUIERY

CClear |

BATR | BOMETRIC ALDIT TRAIL RESPOMEE
BOEC | BIDMETRIC DECESION SUBMISSION
BOECR | BIONETRIC DECISION RESPONSE
BLEL | BICMETRIC DELETE RECUEST
BLELR | MOMETRIC DELETE RESPONSE

[ ook up |

Figure 9. Reference Tool Main Screenwith TOT List
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Note: You can select multiple T@Aom one EBTS version) to look up simultaneously by holding
Shift or Ctrl and clicking on the desired transactions. Conversely, you can unselect a TOT by
holding Shift or Ctrhnd cicking on the highlighted transactioRlease note that Shift selects or

unselects all items between the two items selected, whereas Ctrl selects or unselects only the
two items.

2. Once you seledhe “LookUp” button, you will see a tab for eac!
FigurelOandFigurell show differentexamples of the Reference Toaltput. To viewthe
display fora TOT, click on the tab for tlikesiredTOT.

- EBTS Reference Tool 209 [= 1= =,

Click and drag tabs
to change the order

P EBTS Viermiaon EBTS 10,0 TOUW: of the output. The
- ] Feer . Lookup Tes ror blue line designates
T 4 ' - where tab will be
Py ! Formatiing i Tradmons placed'
Click on a tab Sutput
to view that  ——> wun| EETS 10.0 TOUSS | T ||a||-||||l 10.0 TOLWS | Tradmonal X sisonal X BATR | EBTS 10.0 TOUNS | Traditional X BOEC
TOT" s BATE | BOMETRIC AUDIT TRAIL RESPOMIE IEETS 10.0 TOUE { Tradiflonall .l SCTO" Up
{1 1) TYPE 1 RECCRINS) IEQUIRED down an,d

Mandatory Type 1 Fields across to view

requirements

1.00% - Record Haader
1.0032 wrgion Muember
1.003 = Tranaachon Coanléni

Deletesall 1.003 - First Racord Calagory Code

output tabs \
Clear Export Look Up

Figure 10. Reference Tool Output for TOTSs (wit hout Description s)

Close out - EBTS Reference Tool 2.09
individual
tabs by v EBTS Version EBTS 10.0 TS

selecti

Lonkup Typs TOT with Desriglion

B Fomestting i Tragmonal () XML

Use arrows to

»z scroll across TOT¢
Tab headers display
the EBTSersion, TO

BOECR | EBTE 10.0 TOUWS | Tradional X BODEL | BETS 10.0 TOUSS | Tradmional X BDELR | BETS 10.0 TOUSS | Tradmional X

( “ De s c ” d en o!FEIé!éﬂME{PIﬁDéI.E[TE REQUESTIERTS 10.0 TOU#S {Tradiflanal)
: i lranaaction allows the user o request delelion of a specibc tiemetlic sel which they
TOT output contains own. The FBI MumBentUCH (2014 FEI and Blomeinc Sat identfier (2. 2029 BSI) are used Description
the TOT Description), ba spaciy The Image §6l or photo Baing deleled. The BOEL can ba usad 10 remowg
and formattin 9" m'“w)I{LM ELI;'I- o speas e
QTTP[QRLEGR:H ] REQUIRED

or “Trad”) "

Exports results
Mandatery Type 1 Fields L~

1007 - Resfand Header

Clear Export Look Up

57

Figure 11. Reference Tool Output for TOTSs (with Descriptions)
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3. Foreach TQlou willseaa listofr e c or d t y p e s Eaclelistef recordtypeyisp e 17 )
requiredor optional depending on the occurrence listed. The only exceptionsTaqgel ” and
“ Ty precords; which are mandatory for all transactiohder each recortieader is a list of
mandatory and ogbnal fields Below describethe datadisplayed by the tool.

a. The first item displaye(seeFigurel?) is the* T y p leeadérrecord, which is required
for every TOT. The T y precordl fists the mandatorgnd optional* Ty p feeldsl ”
whichremain constant for all TOTs.

1 TYPE 1 RECORD(s) REQUIRED
Mandatory Type 1 Fields

1.001 - Record Header

1.002 - Version Number

1.003 - Transaction Content
1.004 - Type of Transaction

1.005 - Date

1.007 - Destination Agency |dentifier
1.008 - Originating Agency ldentifier
1.008 - Transaction Control Number
1.011 - Mative Scanning Resolution
1.012 - Nominal Resolution

Optional Type 1 Fields

1.006 - Transaction Priority

1.010 - Transaction Control Reference Number
1.013 - Domain Name

1.014 - Greenwich Mean Time

1.015 - Character Encoding

1.016 - Application Profile Specifications
1.017 - Agency Mames

Figure 12. Example of Type-1 Record as Displayed by the Reference Tool

b. Nextisthe Type2 record(seeFigurel3), which is also required fall TOTsThe® Ty p e
2 'record lists the mandatory and optional T y p feelds2 Which are dependent on the
TOT.

1TYPE 2 RECORD(s) REQUIRED

Mandatory Type 2 Fields

2.001 - Record Header

2.002 - Information Designation Character
2.075 - Electronic Rap Sheet

Optional Type 2 Fields

2.014 - FBI Number

2.073- Controlling Agency |dentifier

22022 - Contributor Assigned |dentification Mumber

Figure 13.Example of 4 U b Recqrdas Displayed by the Reference Tool

c. The last section shows additional record tyghat may exist in a transactiarit states
the allowed number of instances of a record tyged the mandatory and optional fields
for each required record typd=igureld shows one example:
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0-14 TYFE 4 RECORD(s) REQUIRED

Mandatory Type 4 Fields - Mandatory

4.001 - Record Header Tvpe 4 fields
4.002 - Information Designation Character yp

4003 - Impression Type
Number of 4.004 - Friction Ridge Generalized Position
4005 -Image Scanning Resolution
4006 - Horizontal Line Length
4007 -Vertical Line Length
4008 - Compression Algorithm
4.009 -Image Data

Optional Type 4 Fields There are no
< i
none optional Type 4

fields

records required

0-10TYPE 15 RECORD(s) REQUIRED Mand
Mandatory Type 15 Fields <—— Manaatory
15.001 - Record Header Typelsfields
15.002 - Information Designation Character
15.003 - Impression Type

Number of 15.004 - Source Agency

records required 15.005 - Palmprint Capture Date
15.013 - Friction Ridge Generalized Position
Optional Type 15 Fields < +—————— OptionalType
15.006 - Horizontal Line Length 15fields
15.007 - Vertical Line Length
15.008 - Scale Units
15.008 - Transmitted Horizontal Pixel Scale
15.010 - Transmitted Vertical Pixel Scale
15.011 - Compression Algorithm
15.012 - Bits Per Pixel
15.016 - Scanned Horizontal Pixel Scale
15.017 - Scanned Vertical Pixel Scale
15.018 - Amputated or Bandaged
15.020 - Comment
15.024 - Palm Quality Metric
15.030 - Device Monitoring Mode
15.902 - Annotation Information
15.903 - Device Unique Identifier
15.904 - Make/Model/Serial Number
15.983 - Source Agency Mame
15.995 - Associated Context
15.996 - Hash
15.997 - Source Representation
15.998 - Geographic Sample Acquisition Location
15.989 - Palmprint image

Figure 14. Example of Additional R ecord Types as Displayed by the Reference Tool

Step 6: View Record Description Output

1. Onceyou select'Record Description f r om t h e Ldownksalgct tHE yeposd typeu | |
you wish to view. Click on the arrewext tothe“ R e ¢ pul-adbvwnand a list of record types
existing in the specified EBTS version will appegu(el5). Note hat the record type list may
change when you change EBTS versions. adfectingon the record types(s) you want to
view, selecthe“ L o o kuttanmri the bottom right of the screen.
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& EBTS Reference Tool 2.0.9 [= e[|

EBTS Version: EBTS 10.0 TOU#S

Lookup Type: Record Description

Record:

-
-
.
-
-
Formatting: Type 1-Transaction Information Record 3

Type 2 - User-Defined Descriptive Text Record e
Qutput Type 4 - Grayscale Fingerprint Image Record i

Type 7 - User-Defined Image Record

Type 8 - Signature Image Record

Type 9 - Minutiae Data Record

Type 10 - Facial, Other Body Part & SMT Image record =

Clear :] Look Up

Figure 15. Reference Tool Main Screen with Record Type List

Note: You can select multiptecord typeqfrom one EBTS version) to look up simultaneously
by holding Shift or Ctrl and clicking on the desirecbrd types Conversely, you can unselect a
record typeby holding Shift or Ctrl andicking on the highlightedecord type Please note that
Shift selects or unselects all items between the two items selected, whereas Citrl selects or
unselects only the two items.

2. Once you seledhe“ L o o kbuttornp you will see a tab for each recargpe selected under
“ Out pgrigurel6.showsexamples of the Reference Tool output. To view a rectype, click
on the tab for the appropriat®ne.
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s EBTS Varsian EETE $0.0 TOLES B
Click on a tab to g e Laoinsp Ty Reaci sl Dwa i plian .
view that e@[ﬁ; Foacara B
requirements. Click e Farmatieg ) Traghens @
on the *“x"| Qs close
out that tab. "> vieETsmoToussime X | Z(EETS100TOUSS A X 4|ESTEI00TOUSS|MAL X | 7|EETS 100TOWS | AA X

Record Type Name |

Feacord Tyge-2; Urer-Defined Dearcrigtve TeztRecord - ETS 10,0 TOU#S - XML

B| EETE 0.0 T

4

= -

Ther Type-2 recoed containg user-Sefined fachal fedds. providing idenificabon and desoipive information associaled with e sehied of the ansackion This recsnd m
ax staia ar FEI nemibere, phyeicall dharacted stios, demegraphic data. and the subjeds crimiral hishory. Every bansacion confans at least ane Teps-2 ecand some

Record Type

mone than 1 Type-2 record DeSCfiption
Frd0 Humilsr L ISR IR Coaleal Disorplion Ve CoRslranls
Displays
Package Descriphes .
0 Tainecmont). | requirements for
Teadual informafion retying o fhe sebjed of the bansachon fleldS in record
02001 WACT Et:'“m“““" u H 1 2 2
Deletesall output
(including all tabs)\ i it =
e [
Clear Export || Look Up
=

Figure 16. Reference Tool Output for a Record Typ e Exports results

Step 7: View Field Description Output

1. Onceyou select'Field Descriptioh f r om t he “ Ldownkselgot thé fiejol gou wighu | |
to view. Click on the arrosnext tothe“ F i pull-dbivnand a list of fields existing in the
specified EBTS version will appesggFigurel?). Note that the field list will change when you
change EBTS versioster clicking on the field(s) you want to view, seld&d” Look up”’
button atthe bottom right of the screen.

o EBTSVersion | EETS 10.0 TowsS B
a TS
Lookup Tyga: Flald Dasoiption I
Fiesdt .
S Fommaatiing: Field D1 - Package informaton Recond EL) 5
Figld D1.001X - XML Record Cabagory Coda
Sutput Figld 01 002_01 047 - Teansacion DML
Figld 01002571 - Major arsion
Fisld 01002522 - Minor Yarsion
Field 01.003X - Transaction Comlent (XML}
Field D1.003-A - First Recond Category Code =
| Clear

) ) teokue |

Figure 17. Reference Tool Main Screen with Field List
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Note: You can select multipfeelds (from one EBTS veosi) to look up simultaneously by
holding Shift or Ctrl and clicking on the desifesdds. Conversely, you can unseledield by
holding Shift or Ctrl and clicking on the highlighfesdid. Please note that Shift selects or
unselects all items between ¢htwo items selected, whereas Ctrl selects or unselects only the

two items.
Onceyou seledhe“ L oo kbuttorp” you will see a tab for eac:
Figurel8 shows arexampleof the Reference Tool output. To view a fiettick on the tab for
the appropriate field.
- EBTS Reference Tool 2.0.9

Click on a tab to
view that fi edud®s
requirements. *

s EBTS Version EBTS 10.0 TOUSS
% Use arrows to

Click on th scroll across
fields

to close otia N e Fomafing @ Tradlional () ML
tab. \
Dutput )
Displays

Lookup Type Field Descriphon

1
LT L) ) E

Fild

F|e|d Name 041.004°T | EETS 10.0 TOUES | Tradmanal X 01.003:X | EBTS 40,0 TOL#E | XML X 02 2094 | EBTS 10.0 TOLS | Traditional X e requirements fOI’
Fleld-01.001 : Record Header - EBTS 10.0 TOUSE - Tradifional /selected fields
Type | Min | Max Min | Max

01.001 LEM Record Header M H 2 Infinits 1 1

Deletesall output - —

X N X econd langin in byias .

(including all field <——— Field Summary

tabs) \
Clear Export Look Up

Figure 18. Reference Tool Output for a Field
Exports results

Step 8: Export Files

1. If youwant to export theoutput results, selecthe “Export button at the bottom right of the
screen You will then be taken to th&Export Resultsscreen shown inFigurel9, which will
include a list each of th€OTs and fieldsxisting in the current Reference Tool output. All TOT
record, andfield outputs are checked by default and you can uncheckitdraswhich you a
not want in the export file.

2. Choose the format you would | ike tpanextport i
format)or®* Export as HTML" .
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[ eoorthets @]

[ Amm | EBTS 93 ) oML

B MM | EBTS 9.3 | Tradional
ofl 11EBTS 2.3 Traditional

bfl 2| EETS 93| MML

B 01006 | EBTS 5.3 | TradRenal

R
) Export A5 HTML S

Figure 19. Reference Tool Export Results Screen

3. Select the'Export button (seeFigurel9). The nexiscreen(Figure20) will allow you to
navigate inthe file systento select where you would like to save the results. You can view the
folder structure by sel ecpuldogn t he arrows nex

Lookln: | [E§ RT Folders

(& Folder 1
[ Folder 2

[ Folder 3

File Mame:

Files of Type: All Files =

[ Jave ][ ancel]

Figure 20. Reference Tool SaveScreen

Thescreencontains the following selections:

Up One Level: Allows you to navigate to a parent folder
Desktop: Brings you to the files and folders on your desktop

New Folder: Creates a new folder in the current location

List: Sets the current view adist of folders and files

E & &
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& | Details: Sets the current view to Include the size, item type, and d
modified of each folder/file in the list

4. Once you navigate to the foldar whichyou want tosave the Reference Tool outputame the
file andselect*Save”.

If saved as @XTfile, openthe exported filein the default text processing software on your computer.
In Windows you canuseMicrosoft Notepad, Microsoft WordPad, Waqretc.by right clicking on the
file name and selemg “Open With (Figure21).

Documents library

& export Antm
€ txpont 3Imm
Export 2.
Export Lixt
Edit
Open
W Edit with Notepad++
5can tor Viruses

Open with * @ Acnsi/Nist Viewer

B Symantec ' W Microsoft Word T,
W
Share with » &) Notepad =

Q@ WinZip » & WordPad

Restore previous versions |
Choose defauit program ‘

Send 1o r

Cu

Copy

Create shonoa

Celete

Rename

Open file location

Properties

Figure 21. Opening an Exported .TXT File from the Reference Tool
Figure22 through Figure24 show exampleof TXT export format.
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PN | AMNESIA VICTIM | EBTS 9.3 (o)

(1 - 1) TYPE 1 RECORD{s) REQUIRED

Mandatory Type 1 Fields
1.08Q - Package Information Record (XML)
1,889 - Transacticn (ML)
1.080 - Content Record Swwmary (XML)

1,089 - Transaction Destination Organization (XML)
1,880 - Transaction Originating Organizetion {XML)
1,080 - Transaction Image Rescolution Details (ML)
1.881 - XML Record Category Code
1.082 - Major Version
1.882 - Minor Version
1.882 ~ Version Number
1.883 ~ Transaction Content {XML)
1.883 ~ First Record Category Code
1.803 - Content Record Count
1,903 - Record Category Code (XML)
1,083 - Infornation Designation Character (XML}
1,084 - Type of Transaction
1.0885 - Date (XML}
1.887 - Destination Agency Identifier
1.088 - Originating Agency ldentifier
1.889 - Transaction Control Number
1.811 - Native Scanning Resolution (XML)
1.812 ~ Neainal Resolution (XML)
1.013 ~ Domain Nare
1.915 - Character Encoding Set Index
1.015 - Character Encoding Set Name
1.016 - Application Profile Orgenization
1.016 - Application Profile Name
1,816 - Application Profile Version Number
Optional Type 1 Fields
L0086 - Transaction Priority
1.819 - Transaction Control Reference Number
1.813 ~ Domain Nare
1.013 ~ Demain Version Nusber
1.814 ~ Greenwich Mean Time [XML)
1.015 - Character Encoding
1,015 - Character Encoding Set Version
1,016 - Application Profile Specifications
1,817 - Destination Agency Name

1.817 - Originating Agency Name
(1 - 1) TYPE 2 RECORD{s) REQUIRED
Mandatory Type 2 Fields
2.081 - XML Record Category Code
2.082 -~ Information Designation Character
2,805 - Retention Code (XML)

Figure 22. Exported Text File Example 1

Racord Type-1: Transection Information Record - EFTE 9. 3-Trad

Ascord HesdsT

Fisld Eonbsr Mnamomic Contant Descriptiom Cond Codds Charscter Valwe Constraints Dcour reance
TyEs Min Hax Min  Max

LEN Bacord Hoader H H Z - 1 1

TER Termion Numkar - N L] 4 {as00) 1 1
= Trammsction Contsst - 1 1800

FRZ Flrat Pecord Cetequry Code L H 1 X 11 1 1

R Content Record Coumt | N 1 i qL..999) 1 1

REC PacoEd Catsgeiy Code " H i 4 {#1) i 1

i Infommatics Depignaticn Character Ty H 1 2 (0. 599] 1 1

Figure 23. Exported Text File Example 2

Flola - 1,608 - PRY - Transaction Priority - EBTE 5.3-KML

The wrgency with which transaction respomes e dealrsd {1 = highest priccity), Defsult velws for fimid ie defined by the sgency secsiving the trsnsaction.
o Mnamonic o risld Largth Fimld Jecurcence Charscksr Type Talum Rangs Code Tablam
Exampla
Min Eax Him Max
1,008 FRT Tranmactian Priazity i 1 [ i W 11..9]

Figure 24. Exported Text File Example 3

If saved as an HTML file, open the exported file in the default internet browser by double clicking on
the file name oy in Windowsby right clicking on the file name and selectanrowser usingOpen
With” (Figure25).
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Documents library

& export 4ntmi|
& Export 3nte~
Export 2.t

of Edit with Notepad++
Export 1.bet ~

Scan for Viruses.
Open with * @ Google Chrome
B symantec *| & Internet Explorer
Share with ’
9 WinZip »
Restore prewsous versions

T

Choose default program... &

Send to ’
Cut
Copy

Create shortout
Delete
Rename

Open file location

Properties

Figure 25. Opening an Bxported HTML File

The HTML output contains a “ Go Tamdfieldeumaan clickaonc h |
a TOTor fieldto navigate to the TQfield/record typerequirements and description. At the end of

each |isting there is a |Ilink to go “tépafdHe t o t he
export page

Figure26 shows an example of a HTML record format export.
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BATO I BIOMETRIC AUDIT TRAIL QUERY | EBTS 92 {Traditienal)

11~ 1) TYPE | RECORD REQUIRED
Mandsicry Type | Firkls
11001 - Bosened Fleader
02 - Veraion Nurdber
10003 - Trazasction Costemt
1003 - Firsi Reseond Catgory Code
1003 - Comert Recend Comt
10000 - Recoed Caiegory Crde
12003 - Wafomatien Dol gaaion Chanies
1004 - Type of Teassacticn
11005 - Dute
1107 - Destination Agescy Meniifer
11006 - Dvigirating Ageacy Meailer
14000 - Trassaction Costral Nermber
1011 - Mitlve Scenuing Resolatios
1012 - Momsinal Restiution
1013 - Doosssin Masse:
11015 - Characier Encoding Ser lndes
11015 - Chasscier Encoding Se Name
12016 - Applicacios Prolie Orgardzaion
TG - Applicetion Profle Meme
| 1016 - Applicesion Profis Version Mumber
Optional Type 1 Fisids
10006 - Transaction Priocky
| 1000 - Trassaction Coniral Reference Number
| 1013 - Domesin Mame
1.01% - Edomain Version Murmber
| 1004 - Girserwich Mean Time
| 1015 . Chamscier Encoding
1015 - Chawasier Encoding 3ot Vermon
14006 - Application Profls 5 pecificetions
| 1007 - Agency Manes
| 1007 - Dostination Ay Mame

Figure 26. Example HTML Record Format Export
Figure27 shows & example of a HTMield format export.

Field-01.006 : Transaction Priority - EBTS 9.3 - Traditional

O
Field Mumber Mpemonic Content Description ﬁ.T:;j Character Value Constraints  Oecurrence

The urgency with which transaction response is desired {1 = highest priomty). Default value for field is defined by the agency receiving the transaction.

Figure 27. Example HTML Field Format Export
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Troubleshooting

1. If you run into errors validating transactions downloading the toqltry clearing the Java
cache. The following link describes how to do this:
https://www.java.com/en/download/help/plugin_cache.xml

2.1 f you recBRaemae thloes te rcrl ors e“d, yod wilt need ¢p sdi thenddva h a k e’
SSL/TLS protocol 1.2. In order to do this, please use the following instructions.

For Windows: For Mac: For Linux:
@ 1. Click on System Preferences @ 1. Ina new tab on Mozilla, type or
1. Click on the Start Men and type @ paste about:config in the
Java in the search field and click on the Java icon address bar and press Enter.
a. From the lisselect towards the bottom Click the button promising to be
“Configure J careful.
2. When the Java Control Panel open clic 2. When the Java Control Panel | 2. Inthe Search box above the
on the “Advanced” open click on list, type or paste tls and pause
Tab while the list is filtered
3. Scroll down to the bottom and under | 3. Scroll down to the bottom and | 3. To disable SSL3 and requires
“Advanced Securit under “Advance TLS of one flavor or another,
box next to “Use Settings” chec double-click
‘Use TLS 1.2 4. security.tls.version.min and

enter the desired value:

 0=SSL 3.0 okay

f 1l=atleastTLS 1.0

1 2=atleastTLS 1.1

4. Click “Apply” and 4 Click “Apply” 5. To disable TLS of one flavor or
Panel Control Panel another, double-click

security.tls.version.max and
enter the desired value:

T O=uptoSSL3.0

T 1=uptoTLS1.0

T 2=uptoTLS 1.1
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